Run Remote Desktop with Private Matter Gateway (PMG)

RDP Access Matrix

RDP Client/Host

Windows 11 Pro Host

Windows 10 Pro Host

iOS Device Client

Microsoft Windows App Mobile
app

Microsoft Windows App Mobile
app

Android Device Client

Microsoft RD Client app

Microsoft RD Client app

Windows Device Client

Microsoft Remote Desktop app

Microsoft Remote Desktop app

macOS Device Client

Microsoft Remote Desktop for
Mac app

Microsoft Remote Desktop for
Mac app

There are 8 sections to this document.

O NOUEWNPRE

iOS Device Client accessing Windows 11 Pro Host
Android Device Client accessing Windows 11 Pro Host
Windows Device Client accessing Windows 11 Pro Host
macOS Device Client accessing Windows 11 Pro Host
iOS Device Client accessing Windows 10 Pro Host
Android Device Client accessing Windows 10 Pro Host
Windows Device Client accessing Windows 10 Pro Host
macOS Device Client accessing Windows 10 Pro Host

Please consult the section that pertains to the client that you use to do Remote Desktop.

If you already have Remote Desktop enabled in the target host, you should still record the
IP address of the target host as it is required to access the target when you use PMG to do

Remote Desktop.




Section 1. iOS Device Client accessing Windows 11 Pro Host

1.1 Enable Windows 11 Pro Host for Remote Desktop Access

Requirement: Windows 11 Pro is required for Remote Desktop service, please upgrade
your windows 11 to “Pro” version if it is not.

Step 1. (1)Click on Windows icon --> (2) Select Settings

Step 2. (1) Select Network & Internet = (2) Ethernet (Pick the one that is enabled/active)
- (3)Right Arrow to expand next window

Tingpang Network & internet

Local Account

Ethernet 4

Connected

" System
Bluetooth & devices
Ethernet
Authentication, IP and DNS settings, metered natwor
Apps
Accounts
Time & language
@ Gaming
Accessibility
Privacy & security

Windows Update

> Dial-up

Set up a dial-up internet cannection

Advanced

View all netwo




Step 3. Locate and Record Your Host's IP Address

& Settings

Tingpang Network & internet > Ethernet

Local Account

HomeDepot 4
P Comecsd

Find a setting

Home Network profile type

System Public network (Recommended)
device is not able on the net Use this in mg ' dtoa k2 rina public

Bluetooth & devices
O Private network
Network & internet Your devic

counts
Time & language
Gaming
Acce! [
Privacy & security

Windows Update
DNS server

Link speed (Receive/Transmit):
dress:
Link-local IPv6 address:
Pva address: 1 501 Note your host IP address
IPv4 DNS servers: 1 50.1 (Une 192.168.150.11 in this case
Manufacturer:
Description:
Driver version:
Physical address (MAC):

Please record the IP addres.

Step 4. (1) System = (2) Remote Desktop = (3) click on the arrow to expand next
window

Tingpang

Local Account

a setting

Home
System
Bluetooth & devices

Network & internet

Apps com tro oters, prefaren.

Accounts
Recovery
Time & language =60

Gaming L. .
9 Projecting to this PC
) Permi iring PIN,
Accessibility

Privacy & security Remote Desktop
Desktop users, connection permi

Windows Update

System Components
A omp

Clipboard

About
Mo




Step 5. (1) Switch on Remote Desktop = (2) Require Network Level Authentication to
connect (recommended) = (3) Note the port number if you have changed it.

Settings

Tingpang
Local Account

Find a setting

Home

System

Bluetooth & devices
Network & internet
Personalisation
Apps

Accounts

Time & language
Gaming
Accessibility
Privacy & security

Windows Update

System > Remote Desktop

>( Remote Desktop

Connect to 'C from anothet

sing the Remote Desktop app

Require devices to use Network Level Authentication to connect (Recommended)

Remote Desktop port

PC name

se this name to connect ta this PC from another device

Related support

@ Help with Remote Desktop

Setting up remote de:

Get help

dback

Step 6. Modify user setting to allow access - Remote Desktop Users, click on arrow 2>

Tingpang

Local Account

Find a setting

Home

System

Bluetooth & devices
Network & internet
Personalisation
Apps

Accounts

Time & language
Gaming
Accessibility
Privacy & security

Windows Update

Add users setting if required (the current user can sign on Remote Desktop by default)

System > Remote Desktop

Remote Desktop

3¢

Connect ta and use this PC from another devic

g the Remate

Require devices to use Network Level Authentication to connect (Recommended)

Remote Desktop port

PC name

his nan inect to this PC from another device

Related support

@ Help with Remote Desktop

Setting up remote desktop

Get help

Give feedback

The users listed below can connect Lo this compuler, and any members of
the Administrators group can connect even if they are not isted

Tingpang already has access

Add. Remove

o creale new user accounts or add users o olher groups, go to Control
Panel and opan User Accounts.

Cancel

Your Windows 11 Pro Host is now setup to accept Remote Desktop request now.



1.2 Setup iOS Device Client:
Step 1 Click on App Store

[ Cupertino A MONDAY

64° 15

| Tax Day
& | Tax Day

Cloudy
H:64° L:43°

Weather

8

FaceTime Calendar

D4

Mail Reminders Clock

\Yy v @ A

Podcasts App Store

e

Step 2 Search Windows App Mobile,
click the download icon

11:21 S0S = =)
Q. remote desktop © Cancel

connection software management

B Windows App Mobile
.. Previously Remote Desktop,

% KK 7 5.2

icrosoft Corporation = Business

Access your Windows
onany device, anywhere.

Your Windows

\
in the cloud \

U

0) AnyDesk Remote Desktop Get

Remote access from anywhere

% % % % ¥r 24K [2) AnyDesk Software GmbH @ Utilities

AnyDesk




Step 3 Open Windows App Mobile Step 4 Allow Windows App Mobile to

search LAN
1:22 $0S = wm) 1:22 $0S 5 @m)
< App Store
Q. remote desktop ©® Cancel 53 Devices S )

connection software management

[l Windows App Mobile
.- Previously Remote Desktop

% % % K ¢ 5.2K (2] Microsoft Corporation = Business

Access your Windows
on any device, anywhere.

Your Windows ~

in the cloud \

“Windows" would like to find
and connect to devices on
your local network

Local network access is required to
connect to PCs around you.

PCs dto
you , our
wol Don't Allow e
» AnyDesk Remote Desktop Get
Remote access from Z?!'\\"\“,’h(?"'@

% % % % ¥ 24K (&) AnyDesk Software GmbH @ Utilities

AnyDesk

w L 53]

Favorites Devices Apps




Step 5 Allow Bluetooth Step 6 Add PC

X Add

Work or School Account >
Add Windows 365 or Azure Virtual Desktop resources
assigned to your account.

Workspace >

Add a workspace based on a URL or email provided by
your admin.

Add a connection to a physical PC or VM based on its
name or |P address.

“Windows"” Would Like to
Use Bluetooth

Bluetooth access is required to
communicate with input devices.

Don't Allow




Step 7 Add PC by IP

X Add PC
PC Name Hostname or IP Address
Credentials Ask When Required
GENERAL
Friendly Name Optional
Admin Mode

Swap Mouse Buttons

GATEWAY

No Gateway Configured

DEVICE & AUDIO REDIRECTION

Sound Play on This Device
Microphone

Camera

Clipboard @)
Storage

YubiKey O

Your cameras, location and microphone cannot be used
in a remote session. Grant device access.

Step 8 Enter Target Host IP Address,
then click the back arrow

@ PC Name

192.168.150:11

fdf4:17da:124c:2:ddad:6237:52f3:b778
officepc.contoso.com

studypc.local

192.168.7.175

studypc

[fdf4:17da:124c:2:ddad:6237:52f3:b778]:3390
officepc.contoso.com:3390

1 2 3 4 5 6 7 8 9 0

Y W W W W W W W W —

@ & % ? , =1 1

Y . . W . . .

@ .




Step 9 Save the PC Step 10 Connect your device to PMG
using OpenVPN Connect app

Step 11 Select saved PC to Make RDP

connection
X Edit PC .@ 244 o

< App Store

PC Name 192.168.150.11 2 Devices @ + Q

Credentials Ask When Required v Saved Devices

GENERAL

Friendly Name Optional

Admin Mode

Swap Mouse Buttons

192.168.150.180

GATEWAY

No Gateway Configured

DEVICE & AUDIO REDIRECTION

Sound Play on This Device

Microphone

Camera

Clipboard O

Storage

YubiKey ()

Your cameras, location and microphone cannot be used i\\? l:] EB

in a remote session. Grant device access.

Favorites Devices Apps




Step 12 Enter your user name and
password to login

Enter Your Credentials

These credentials will be used to
connect to a remote PC.

Step 13 You have successfully made the
Remote Desktop Connection, please
click "Yes" to Login and start the RDP
session

*Please remember to terminate the
OpenVPN connection after you finish
your Remote Desktop session to resume
normal operation of your device.



Section 2. Android Device Client accessing Windows 11 Pro Host

2.1 Enable Windows 11 Pro Host for Remote Desktop Access

Please refer to Section 1, 1.1 for details

2.2 Setup Android Device Client:

1. Play Store—>Search 2. Search->Remote Desktop

1M20ME™M - = CuN

@h apps & games} @ Remote Desktop X
Trending searches Q. remote desktop R
heads up leas ]
~ 30K - Started trending today = A Q,  remote desktop microsoft K
abc Q c ’
25K + Started trending today b b Q  remote desktop connection N
ark ultimate mobile edition w B cornicdesidonann -
~ 10K « Just released
. . Q. remote desktop chrome R
You might like
Al apps Q Video chat apps Q
Ringtone maker Q Photo editor Q

and MP3 cutter < Desktops

1121314151617 )181910
Sponsored - Suggested for you
qiwlejrjtjyjujijol]p
gy Temu: Shop Like a Billionaire
=N Temu * Shopping a s d f g h J k |

4.6% 500M+

B zIxlcivib|n|im B
Explore games

88 Q &) lal] 1#1 < English(Us) . R

Games Apps Search Offers Books

I @) < 1l ) v



3. Select Remote Desktop app 4. Install Remote Desktop app

1M21 A ™M . {10 R [ | M21 A ™M@ - e3=Cul
& Remote Desktop Q ¢ “ :
Rating ~ Widgets Premium ) Play P: Remote Desktop
Microsoft Corporation

Remote Desktop
Microsoft Corporation * Business 3.3% 5M+ e

3.3* [ 5M+ 15K reviews ® Downloads Everyone @

Chrome Remote Desktop
Google LLC * Tools * Remote desktop
2.2% 10M+

N Install

Install on phones. More devices availgis#®

TeamViewer Remote Control
TeamViewer * Business * Tools
4.4 % 50M+

Remote Desktop Manager
Devolutions * Productivity * Tools
3.8% 500K+

B0 00w

AnyDesk Remote Desktop About this app S5

AnyDesk Software GmbH * Business ud

2.6% [ 50M+ Remote Desktop allows you to connect to remote

PCs and apps.

RealVNC Viewer: Remote Desktop

RealVNC Limited * Productivity * Tools X Business Tools Remote desktop

41% @ 5M+

AirDroid: File & Remote Access - Data safety -
g8 Qa ¢ B 8 a4 9 0

Games Apps Search Offers Books Games Apps Search Offers Books

Il 0 < I O <



5. Make your PMG connection using
OpenVPN Connect Client

6. Open Remote Desktop app

11256 ® ™M - e3RC.N
< :
Remote Desktop
Microsoft Corporation
Available on more devices v

Sponsored - People also installed

Claude by Anthropic
Productivity * Tools * Ai playground ‘

4.4 %

Microsoft Copilot i
a Productivity * Tools * Ai playground :

4.7 %

amazon Amazon Business: B2B Shopping
business  Shopping * Online marketplace

4.2%
More apps to try
Games Apps Search Offers Books

1l O <

7. Accept License Terms

11:25 6d © M

Q Remote Desktop

Use of this app requires acceptance of
the following agreements.

License terms

Privacy statement

rave read and agree to be bound®
the terms of these agreements.

I O <




8. Add PC (HOST) (1)

PCs

PCs

of)
oo

Workspaces

9. Add PC (HOST) (2)

1126 6d ® ™M -

PCs

No PCs

Add Workspace

_I_

Q3= Gl

o0
oo

Workspaces



10. Add PC (HOST) (3)

11:26 Gd ® M -

PC Detection

Choose one of these PCs. If you don't see or
recognize the PC you want, add one manually.

BARRYDESK

€ Scan again

CANCEL {ADD MANUALLY

11. Add PC (HOST) (4)

1126 id @ ™M -

X AddPC

PC NAME

Host name o

USER ACCOUNT

Ask when required

General

FRIENDLY NAME

Optional

Admin mode

Swap mouse buttons
Gateway

No gateway
Don't use for local address

Device & Audio Redirection

Play sound on this device

Microphone
Camera

Storage

2

G
]

SAVE

v ¥ W



12. Add PC (HOST) (5) 13. Add user Account (1)

)
G
=

1127 6d @ ™M - Q%= 1127 6d © ™M Q%=

2
G
=

X Add PC SAVE X Add PC SAVE

192.168.112.5 X 192.168.112.5 X

USER ACCOUNT USER ACCOUNT
Ask when required @ i Ask when required @)(v

€ Add user account O @account D
FRIENDLY NAME FRIENDLY NAME
Optional X Optional X
Admin mode » Admin mode »
Swap mouse buttons B Swap mouse buttons D
Gateway Gateway

No gateway bl No gateway ¥
Don't use for local address ) Don't use for local address D
Device & Audio Redirection Device & Audio Redirection

Play sound on this device % Play sound on this device b
Microphone D Microphone »
Camera » Camera B

Storage B Storage )



14. Add User Account (2) 15. Start Remote Desktop

1128 Cd ® ™M - =GN 1131 G6d @ ™M - QRECUN
X AddPC < SAVE > = PCs Q
PC NAME
192.168.150.181| =
USER ACCOUNT
Ask when required i
General
FRIENDLY NAME
Optional X 192.168.150.181
abcdef
Admin mode »
Swap mouse buttons »
Gateway
< 18th 1.0 11th

11213145167 )18)19]0

giwlelrjtjiyflujijolp

. , [/ <ENUS)» | com . /] - B
PCs

Add Workspaces

1] @] v i



16. Enter User Credentials to Start 17. Your Remote Desktop to the Target Host
session will start after you successfully log in

Erter b Uar ; *Please remember to terminate the
nter Your User Accoun . -
OpenVPN connection after you finish your

Thi t will be used t tt .
19'23.1“55228?1";{‘(:’;;():;‘?5_ o connectto Remote Desktop session to resume

normal operation of your device.

PASSWORD




Section 3. Windows Device Client accessing Windows 11 Pro Host

3.1 Enable Windows 11 Pro Host for Remote Desktop Access

Please refer to Section 1, 1.1 for details.

3.2 Setup Windows Remote Desktop Client
Step 1 Start = search Microsoft Store, then click on Microsoft Store
&« m Work  Apps  Documents Web  Settings  Peopl B

Best match
[

Microsoft Store
[E-- o

Search work and web Microsoft Store
System
~ Microsoft Store - See work and web
@ Open
B Apps

& Gaming

Q_ microsoft store app
Q_ microsoft store download

Folders 5 Entertainment

Liby
Microsoft StorePurchaseApp_8wek B L
yb3d8bbwe

Microsoft Services Store.Engagem @{Microsoft WindowsStore_22403.1401.2.0_x64_8wekyb3dsb.
ent_8wekyb3d8bbwe
@& HEVC Video Extensions
Primes Lab Inc. - Results

(3 Microsoft Stream

0 Record your Screen and Camera
with Microsoft Stream

e POoQormPYE




Step 2 Search remote desktop and Get to install

[ = | Search apps, games, movies, and more

| A
Home

Gaming n
Starts at $19.99 ¥

Wicked

Watch the Home Prémiere -

> See details

What's New

Downloads

remote desktop

“remote desktop”

( All departments Apps

Gaming

Entertainment

Windows App

£11.99 $1.00
Join PC.Game P,

> See details

= Filters

Movies TV Shows

Windows App is your gateway to securely connect to

Windows in the cloud.

Learn more

Get

r Microsoft Remote Installed
®

Desktop
3.6 w Apps Produc..

Use the Microsoft Remote Desktop app to
connect to a remote PC or virtual apps and...

—

What's New
0

Downloads

\\ —— Team Kemote Doclkiop
Library : 4.0 % Apps Productivity

Desktop

TeamViewer Remote
3.5% Apps Productivity

Remotely control your devices

Devolutions Remote Free
Desktop Manager
A8 % Apps Productivity




Step 3 Start Remote Desktop after making OpenVPN connection to PMG

PN Pictures A KDP screens A =t

RC

Q kearch for apps, settings, and documents

Remote Desktop = Q  Search people, files, and more

[!H.L P — Seeror Today at Primes Lab Inc. B

k Remote Desktop Connection % Suggested People

@ Paint3D

BC AK SD WL
- Command Prompt . >
Ben Al Steve Wendy
Chen Kassak Dowdell Lew Yee
Q OpenVPN Connect -
. m_ Outlook (new)
O Microsoft 365
'< li Outlook
E IT Meeting note 7-4-24 -1
I You shared
h . Primes Lab crowdfunding prep-Kickstarter 6-20-24
I You shared
Drawing
u You modified
A Acronyms from your organization
SAFE
Simple Agreement for Future Equity +1 more :
e
H n,n n n
Step 4 Click on the "+", and select "PC
Remote Desktop e m]
© Feedback i3 Settings
PCs
Workspaces

Connect to PCs and Workspaces

To get started, add a remote PC you want to connect to using this device. You
can also subscribe to Workspaces to access apps and desktops provided by your
organization.




Step 5 Enter the IP and click on Save

— HE E Y N I L —

& Remote Desktop - (m] X
PCs ©) Feedback 4+ Add {8 Settings

Add a PC

PC name Get started

| "k rmal name or IP address |

Get started with the RD client
User account + Add a Remote PC connection
| Ask me every time ~ |

Display name (Optional

| Connection nickname |

Need help connecting?

~  Show more

Save Cancel

Step 6 Your PC will show up (if you entered your optional Display Name, it will show up
here.) Click on the PC

= LB B & . v - N
Remote Desktop = m} X
PCs © Feedback 4+ Add 83 Settings

Vv Saved PCs

FAS

RDP 1




Step 7 Enter your username and password, then click on Connect

Log in

Username

pser@contoso,com

Password

Enter password

Connect Cancel

Step 8 You have made the connection and click on Yes to continue

& 192.168.150.180 - Remote Desktop Connection - [u] X

BarryRemote

Another user is signed in. If you continue, they'll be disconnected. Do you want to sign in anyway?

*Please remember to terminate the OpenVPN connection after you finish your Remote
Desktop session to resume normal operation of your device.



Section 4. iOS Device Client accessing Windows 11 Pro Host

4.1 Enable Windows 11 Pro Host for Remote Desktop Access

Please refer to Section 1, 1.1 for details.

4.2 Setup macOS Remote Desktop Client

1 Download the Microsoft Remote Desktop for Mac client: Open the Mac App Store
and search for "Microsoft Remote Desktop for Mac." Download and install the app.

2 Make OpenVPN connection: Use OpenVPN Connect app to connect to PMG.

3 Launch RDP client app: Launch the Microsoft Remote Desktop for Mac client from your
Applications folder or Launchpad.

3.1 Add a PC: Click on the "+" button and select "Add PC" to add the Windows host
you want to connect to.

3.2 Enter details: Enter the IP address of the Windows PC, and the credentials
(username and password) for the Windows account. (Note: Windows Host IP
address is required. Consult the Remote Desktop Host section of this document for
locating the Host IP address if you don’t have it already.)

3.3 Connect: Click "Save" and then "Connect" to start the remote session.

4 After you finish your RDP session, please remember to disconnect the OpenVPN
connection to your PMG to resume normal operation.



Section 5. Setup iOS Device Client accessing Windows 10 Pro Host

5.1 Enable Windows 10 Pro Host for Remote Desktop Access

Requirement: Windows 10 Pro is required for Remote Desktop service, please upgrade
your windows 10 to “Pro” version if it is not.

Steps:

1. Open Settings.

2. Click on System.

3. Select Remote Desktop.

4. Toggle the Enable Remote Desktop switch to On.
5. Confirm when prompted.

Your Windows 10 Pro Host is now setup to accept Remote Desktop request now.

To Locate the IP address of your Target Host

Steps: (To be performed at your target host)

1.
2.

Open Settings: Click on the Start menu and select the gear icon to open Settings.
Go to Network & Internet: In the Settings window, click on "Network &
Internet".

Select Wi-Fi or Ethernet: Choose either "Wi-Fi" or "Ethernet" depending on your
connection type.

View Properties: Click on the network you're connected to, then click
"Properties".

Find IP Address: Under "Properties," look for your IP address listed next to "IPv4
address".

Record the IP address.

5.2 Setup iOS Device Client:

Please refer to Section 1, 1.2 for details.



Section 6. Setup Android Device Client accessing Windows 10 Pro
Host

6.1 Enable Windows 10 Pro Host for Remote Desktop Access Requirement:

Please refer to Section 5, 5.1 for details.

6.2 Setup Android Device Client

Please refer to Section 2, 2.2 for details.



Section 7. Setup Windows Device Client accessing Windows 10 Pro
Host

7.1 Enable Windows 10 Pro Host for Remote Desktop Access

Please refer to Section 5, 5.1 for details.

7.2 Setup Windows Remote Desktop Client

Please refer to Section 3, 3.2 for details.



Section 8. Setup macOS Device Client accessing Windows 10 Pro Host

8.1 Enable Windows 10 Pro Host for Remote Desktop Access

Please refer to Section 5, 5.1 for details.

8.2 Setup macOS Device Client Remote Desktop Client

Please refer to Section 4, 4.2 for details.



