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Executive Summary

Ad-Hoc Chat is designed around a fully decoupled communication architecture that separates
credential issuance, credential distribution, VPN connection, local session creation, passcode
sharing, and encrypted chat execution. This separation ensures that no single entity—not the
email provider, not the VPN operator, not Primes Lab—can observe or reconstruct the complete
communication chain.

This white paper explains the Ad-Hoc Chat system model, privacy guarantees, workflow, and
comparisons to centralized chat or VPN-dependent systems.

1. Problem Statement
High-sensitivity communication environments (corporate, legal, cross-border, and intelligence
contexts) frequently face these challenges:

- Encrypted communication without requiring accounts, servers, or logs

- Avoiding relationship-graph exposure (who is talking to whom)

- Preventing email providers, cloud services, or VPN operators from linking metadata
- Eliminating centralized session tracking

- Ensuring private, ephemeral communication channels

Ad-Hoc Chat is purpose-built to solve these problems.

2. System Overview
Ad-Hoc Chat communication consists of six decoupled stages:

1) Credential Issuance — Credentials are issued by Primes Lab to the subscriber. Primes Lab
does not know who the final participants will be.

2) Credential Distribution — Subscribers forward credentials to intended hosts/guests via any
channel (email, messaging apps, physical transfer, etc.). No platform can see the entire chain.

3) VPN Connection (OpenVPN) — Participants authenticate with these credentials to establish a
secure encrypted tunnel. No user accounts are required.

4) Local Session Creation — The host generates the session number and passcode locally on the
device. This data is not stored or transmitted to Primes Lab.

5) Session & Passcode Sharing — Session information can be shared through any method—
phone call, casual conversation, email, or messaging applications.



6) Encrypted Chat Execution — Ad-Hoc Chat operates in LAN mode, with no central servers. All
communication is encrypted and transient.

3. Core Architectural Principle: Decoupling
Ad-Hoc Chat prevents complete traceability by ensuring no single party has access to all stages.

Stage Controlled By Information Visible Missing Pieces

Credential Issuance Primes Lab Subscriber identity No knowledge of
final participants

Credential Email/Messaging Email content only No session info, no

Distribution provider chat timing

VPN Connection VPN operator Connection time No session, no
passcode

Session Creation User device Local session data Not logged anywhere

Chat Execution User device Encrypted traffic only | No metadata visible
externally

Because no single party has access to all stages, reconstructing the communication chain is
structurally impossible.

4. Frequently Asked Questions (FAQ)

Q1. Can an email provider (e.g., Gmail) detect that a chat session is happening?

No. The provider only sees that a message containing credentials was sent—not when or
whether a chat occurs.

Q2. Can Primes Lab see who | forwarded the credentials to?
No. Distribution occurs outside Primes’ visibility.

Q3. Do credentials reveal chat content or participants?
No. Credentials are only for establishing the VPN transport layer.

Q4. Are the credentials reusable?
Yes. They support up to 250 users and can be reused indefinitely unless revoked.

Q5. Can Primes Lab join or monitor my VLAN?
No. Primes does not know your session, your passcode, or your participants.

Q6. How is this different from normal VPN-based services?
In traditional systems, the operator sees your account, your session data, and your peer
identities. Ad-Hoc Chat exposes none of these.

5. Comparison with Other Systems

Feature Traditional VPN | Centralized Chat | Bitchat Ad-Hoc Chat
App

Account Required | Yes Yes Yes No

Server-Generated | Yes Yes Yes No (local only)




Sessions

Metadata High High High Minimal
Visibility

Server Full Full Full None during
Involvement chat (LAN mode)
Traceability Possible Very high High Structurally

impossible

6. Security Model Summary

Ad-Hoc Chat provides:

- No accounts, no central server, no logs

- Locally generated session numbers and passcodes

- End-to-end encryption

- No metadata aggregation
- No third-party access path

- No single chokepoint capable of reconstructing communication relationships

The system offers structural privacy, not merely operational privacy.

7. Conclusion

Ad-Hoc Chat delivers a communication model where privacy does not rely on trust, policies, or

legal compliance—it is baked directly into the architecture. Even if Primes Lab, email providers,

VPN operators, or communication platforms are compromised, none of them can reconstruct

the communication path or participants. This represents a fundamentally different paradigm

from all centralized or server-dependent messaging tools.




